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Privacy Policy – Pinnacle 
 
Pinnacle Fund Services is comprised of various entities across multiple jurisdictions 
(collectively, “Pinnacle”, "we" or "us"). This Privacy Policy applies to Pinnacle’s 
collection, processing, disclosure, retention and disposition of personal data required to 
support our fund administration services. 
 

Personal Data 
 
In the context of the services provided by Pinnacle, personal data refers to any 
information that relates to an identified or identifiable individual such as a name, email, 
postal address, phone number, an identification number or any information related to 
the individual’s financial, geographical or physical identity. 
 
Subject to relevant personal data protection laws in the regions where you reside and 
Pinnacle operates, we will process your personal data when a third party (generally 
Fund Managers) engages us to provide fund administration services and you hold an 
interest or have a relationship with that third party. 

Collection of Personal Data 
 
We are legally required to collect personal data from you for compliance purposes. We 
collect personal data to satisfy Anti-Money Laundering (“AML”) obligations which 
includes data relevant to international sanctions and restrictive measures, and data 
about relevant and significant litigation. In specific circumstances we require a copy of 
your passport or driver’s license to verify your identity. Therefore, we collect personal 
data contained in these documents, including your picture. We also collect personal 
data from publicly available sources and sanctions, and politically exposed persons 
screening application support services.  

Personal Data Collected from You About Other Individuals 
 
Where you provide Pinnacle with personal data of individuals connected with you (e.g., 
directors, trustees, employees, representatives, shareholders, limited partners, 
investors, clients, beneficial owners, agents), you must ensure that you are entitled to 
disclose that personal data to us and furthermore that, without us being required to take 
further steps, we can collect, use, store, and disclose that data in the manner described 
in this Privacy Policy. More specifically, you must ensure that the individual whose 
personal data you are sharing with us is aware of the matters discussed in this Privacy 
Policy, as these are relevant to that individual, including our identity, how to get in touch 
with us, the purposes for which we collect data, our disclosure practices, and the rights 
of the individual in relation to our holding of their data. 



 

Use and Processing of Personal Data 
 
Pinnacle requires your personal data to administer your or your organization’s 
relationship with us including fund accounting, investor services, auditing, tax, 
compliance, and regulatory services.  
 
Pinnacle processes your personal data under the following lawful purposes: 
 

(i) Where it is necessary for the performance of a contract which you have entered 
for the purpose of investment subscription into an investment fund. 

(ii) Where it is necessary for compliance with a legal obligation to which we are 
subject, such as the anti-money laundering obligation to verify the identity of 
investors in an investment fund and, where applicable, their beneficial owners. 

Disclosure of Personal Data 
 
We will never sell your data and will only share your personal data with Fund Managers 
for the purpose of managing your investment fund, and with auditors for the purpose of 
auditing the fund. 
 
In certain circumstances we and/or our authorized affiliates and/or delegates are legally 
obliged to disclose your personal data and other financial information with respect to 
your interest in a relevant third party such as an investment fund, to statutory regulatory 
bodies, and they, in turn, will share this information with foreign authorities including tax 
authorities. Some of these authorities are located outside of your local jurisdiction. 

Storage and Transfer of Personal Data 
 
The personal data that Pinnacle stores is located on the cloud computing platform 
Microsoft Azure. The data is stored at rest in Canada.  
 
Additionally, Pinnacle and/or its authorized affiliates and/or delegates will in certain 
cases transfer your Personal Data to other entities or abroad if required to do so for the 
purposes of processing your personal data. If a third-party service provider is required 
to process your personal data on our behalf, we will make sure that they do so in 
accordance to our instructions only. 

Security of Personal Data 
 
We are committed to the principles of respecting your privacy and keeping your 
personal data safe. Pinnacle has implemented generally accepted standards of 
technology and operational security to protect personal data from loss, misuse, 
alteration or destruction. 
 



We continually evaluate our IT security and monitor potential cyber-risks to ensure the 
privacy and security of your data. 
 
For personal data stored with third-party providers we ensure that they comply with the 
appropriate certifications or codes of conduct regarding the collection, processing, 
storage and retention of personal data. We specifically ensure that third-party providers 
comply with the EU-US Privacy Shield Framework for any data transferred to their 
environment. 

Retention and Disposal of Personal Data 
 
The Personal Data you submit will only be retained for as long as is required to fulfil its 
purpose, and any further regulatory or legal retention requirements for which it was 
collected or as required by the relevant laws. When the data is no longer necessary to 
the purpose for which it was collected, Pinnacle will proceed to erase all your Personal 
Data held in its systems without undue delay.  
 

Rights Regarding Your Personal Data 
 
In accordance with our legal obligations, you have the right to request access to the 
personal data that we hold about you and can inform us of and request to update any 
changes in your personal data. Subject to any legal requirements or exceptions, we will 
facilitate any request for deletion of your personal data. 
 
You also have the right to request restriction of, or object to the processing of your 
personal data. On each case where you exercise the rights you have regarding your 
personal data, we will inform you of the consequences of your request and if there are 
any legal limitations that prevent us from fulfilling your requests based on regulatory or 
contractual requirements. 
 
We will inform you, prior to collecting personal data from you, what personal data we 
require and for what purpose we are collecting it. 
 
If at any point in time we learn of a breach that compromises your personal data, we will 
notify you without undue delay. We will advise you on what protective steps to take, 
what to expect, and what, if any, are the risks that you may face. We will notify you 
through the email address that you have provided to us. 
 
In order to exercise any request over your personal data or if you have any questions 
about the use of your personal data, please contact dpo@pinnaclefundservices.com.  
We will be happy to deal with any reasonable request at no cost. 
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EU Individuals - Compliance with GDPR Article 27 – EU Representative 
 
Pinnacle has appointed the European Data Protection Office (“EDPO”) as our European 
Representative pursuant to Article 27 of the General Data Protection Regulation 
(“GDPR”). EU individuals may reach out to EDPO to exercise their rights or request 
information about the processing that Pinnacle performs on their data at the following 
contact information: 
 

- Sending an email to privacy@edpo.brussels  
- Using EDPO’s online request form at https://www.edpo.brussels/contact 
- Writing to EDPO at Avenue Huart Hamoir 71, 1030 Brussels, Belgium 

 

Right to Lodge a Privacy Complaint 
 
EU Individuals  
 
If you reside in the EU and want to lodge a complaint with a Supervisory Authority (Data 
Protection Authority) you may do so in the Member State where you reside, where you 
work or where you may have experienced an issue with the processing of your personal 
data. 
 
Cayman Islands Investment Funds 
 
If you are an investor in an Investment Fund domiciled in the Cayman Islands, you have 
the right to complain to the Ombudsman about any perceived violation of the Cayman 
Islands Data Privacy Law (“DPL”).  
 

Contacting Pinnacle’s Data Protection Officer (“DPO”) 
 
If you have further questions or concerns about how Pinnacle manages your personal 
data or if you have feedback regarding this Privacy Policy, you may contact our Data 
Protection Officer (DPO) as follows: 
 
Pinnacle Fund Services 
 
Attention: Data Protection Officer 
 
1095 West Pender Street, Suite 1400 
Vancouver, BC V6E 2M6 
 
dpo@pinnaclefundservices.com 
 
+ 1 604 559 8920 
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